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Economic Terrorism as Geo-Economic Warfare: Implications
for Global Economic Security

Dr.Nisreen Ryad Shanshool

Abstract

Economic terrorism has emerged as a critical tool in modern geo-
economic rivalries, where states and non-state actors employ
economic instruments to coerce, destabilize, or punish adversaries
without resorting to conventional warfare. This paper explores the
concept of economic terrorism as a form of strategic economic
aggression, examining its mechanisms—ranging from unilateral
sanctions and financial cyberattacks to currency manipulation and
Al-driven market disruptions. The study highlights the blurred
boundaries between legal economic statecraft and coercive
economic warfare, emphasizing the absence of a coherent
international legal framework to regulate or deter such practices.
Drawing on recent data and geopolitical case studies, the paper
argues that economic terrorism poses a growing threat to global
economic security, particularly in an era of rising multipolar
tensions and technological vulnerability. Finally, the paper
outlines a set of policy recommendations focused on legal reform,
institutional resilience, and multilateral coordination to safeguard
international economic stability against such hybrid threats.

). Introduction

The v1st century has witnessed a paradigmatic shift in the nature
of conflict. Economic systems once considered neutral platforms
for trade and development have become battlegrounds for
influence, control, and coercion. This weaponization of economic
power is manifest in what scholars and policymakers increasingly
refer to as economic terrorism.

Unlike traditional terrorism, which employs violence to instill fear
and disrupt societies, economic terrorism utilizes economic tools
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such as sanctions, cyber operations, financial manipulation, or
strategic trade disruptions to achieve similar destabilizing
outcomes. What distinguishes it from legitimate economic
statecraft is its intent: to coerce, punish, or destabilize an
adversary under the guise of legality.

The urgency of this issue is underscored by the scale of its impact.
The World Bank (y.rY) estimates global losses from economic

terrorism exceed $v,a trillion annually. Moreover, with VAZ of
central banks reporting cyber threats linked to state actors (BIS,
Y.YY), the phenomenon is not hypothetical—it is ongoing,
sophisticated, and increasingly globalized.In the contemporary
global landscape, the concept of economic terrorism has emerged
as a formidable threat to financial stability, national sovereignty,
and international development. This form of non-conventional
warfare employs economic tools—often disguised as policy
Instruments to coerce, destabilize, or punish states, institutions, or
populations. From cyber-attacks on central banks to state-imposed
sanctions designed to cripple national economies, economic
terrorism constitutes an evolving and complex challenge to the
international order.

The significance of studying this phenomenon lies not only in its
material consequences—such as economic contraction, inflation,
and capital flight—but also in its implications for global
governance, legal norms, and geopolitical power balances. Despite
its growing relevance, economic terrorism remains legally and
conceptually ambiguous, complicating efforts to regulate or
confront it through established international frameworks.

Y. Conceptual Foundations of Economic Terrorism

Y.\ Conceptualizing Economic Terrorism

Economic terrorism can be broadly defined as the use—or
threat—of economic instruments with the intent to achieve
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political, ideological, or strategic objectives by inflicting
economic harm. This includes, but is not limited to, sanctions,
cyber-economic warfare, currency manipulation, and market
destabilization. Unlike traditional economic competition, which
operates within a legal and ethical framework, economic terrorism
deliberately exploits wvulnerabilities to undermine economic
sovereignty.

According to the World Bank (. YY), the estimated annual global
cost of economic terrorism exceeds $v,a trillion, encompassing
direct attacks and indirect economic losses. Moreover, VA/ of
central banks surveyed by the Bank for International Settlements
(v. YY) reported being targets of cyber operations suspected to be
state-sponsored. Emerging threats, such as Al-driven financial

market manipulation and potential quantum-based economic
warfare, further complicate the threat landscape.

Y,Y Distinction from Related Concepts

« Economic Sanctions: When multilateral and grounded in
international law (e.g., UN Security Council resolutions),
sanctions are lawful. However, when imposed unilaterally,
extra-territorially, and without due process, they may
function as instruments of economic terrorism.

» Economic Statecraft: This refers to the use of economic tools
to advance foreign policy objectives. While not inherently
coercive, it becomes problematic when used to exploit
vulnerabilities without transparency or recourse.

Y. Typologies and Instruments of Economic Terrorism

Y,) Organized Economic Terrorism

Characterized by state-sponsored or institutionally coordinated
efforts, organized economic terrorism includes:
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Financial cyber warfare: Attacks on central banks,
clearinghouses, or digital payment systems (e.g., Y.11
Bangladesh Bank heist).

Sanctions as coercive tools: For example, secondary
sanctions targeting third-party states or companies, leading
to global chilling effects.

Currency destabilization: Coordinated speculative attacks or
manipulation aimed at triggering inflation, capital flight, or
regime change (e.g., attacks on the Turkish lira in Y.\ A).

Y,Y Unorganized Economic Terrorism

This involves decentralized actors—hactivists, cybercriminals,
rogue traders who, despite lacking state backing, can inflict
measurable damage:

Ransomware attacks on regional banks and payment
systems.

Pump-and-dump schemes using social media or algorithmic
bots to destabilize markets.

Fake news-based economic panic, causing stock crashes or
consumer hoarding.

¢. Legal and Normative Ambigquity

Despite its growing relevance, economic terrorism lacks a
universally accepted legal definition. This legal lacuna poses
several challenges:

Lack of accountability: States or corporations engaging in
covert economic warfare can evade prosecution by operating
within “technically legal” domains.
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» Weaponization of legality: Powerful states may justify
coercive economic actions under domestic legislation (e.g.,
CAATSA in the U.S.) while violating international
economic norms.

« Digital loopholes: Emerging threats, such as Al-generated
financial manipulation or blockchain-based laundering, often
fall outside traditional regulatory frameworks.

Even UN Resolution yvsy (Y.1v), which emphasizes the

protection of critical infrastructure, does not sufficiently address
financial or economic systems as potential targets of terrorism.

0. Drivers and Motivations

Economic terrorism is not random; it serves strategic objectives,
including:

0,\ Political Coercion

States may deploy economic pressure to alter another state’s
behavior, such as Iran’s isolation through SWIFT restrictions or
Venezuela’s trade embargoes.

0,Y Strategic Economic Supremacy

Economic terrorism is a tool in zero-sum economic rivalries.
Examples include weaponized tariffs, debt trap diplomacy, or

technology bans aimed at curtailing competitors ’rise.

0,Y ldeological Warfare

In ideological confrontations—e.g., liberal democracies vs.
authoritarian regimes—economic sabotage becomes a proxy
battlefield (e.g., U.S.—China tech war).

1. Impacts and Conseguences

YA



Economic terrorism produces profound and often lasting effects
on both national and international levels:

Y. Macroeconomic Instability: Attacks on financial
institutions and infrastructure disrupt capital flows,
production, and employment.

Y. Erosion of Investor Confidence: Perceived economic
vulnerability deters foreign investment and contributes to
capital flight.

Y. Exacerbation of Inequality: Developing nations with
fragile economic systems bear the brunt of economic
terrorism, deepening poverty and inequality.

V. Strategies for Mitigation

Confronting economic terrorism requires a multi-faceted and
cooperative approach:

V. Enhancing Cybersecurity: Financial institutions and
infrastructure must be fortified with advanced, adaptive
defense systems.

Y. Legal Reform: International law must evolve to recognize
and penalize acts of economic aggression with the same
rigor as conventional terrorism.

Y. Diversification of Economies: Reducing dependency on
specific trade routes, partners, or financial systems can
buffer economies against targeted attacks.

¢. International Cooperation: States must coordinate efforts
in intelligence sharing, regulatory harmonization, and
collective sanctions against perpetrators.
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A. Emerqging Trends: Al, Crypto, and Quantum Threats :

A, ) Al-Driven Market Manipulation

Machine learning algorithms can now simulate sentiment shocks,
amplify volatility, or exploit algorithmic trading systems, creating
artificial bubbles or panics.

A, Y Cryptocurrencies and Dark Finance

Decentralized finance enables anonymous and unregulated
economic activities, making it harder to trace, deter, or regulate
economic sabotage.

A.Y Quantum Economic Warfare (QEW)

In the future, quantum computing may allow for the cracking of
financial encryption, thus threatening the foundations of modern
banking systems.

Q. Strategies for Countering Economic Terrorism

Q1 Legal Innovation

» Establishing an international legal framework defining
economic terrorism and regulating coercive economic
measures.

» Creating sanctions courts or economic arbitration bodies
under the UN or WTO to adjudicate disputes.

Q.Y Technological Resilience

« Investment in cybersecurity for financial infrastructure.



 Building redundancy in cross-border payment systems and
reducing reliance on vulnerable platforms (e.g., SWIFT
alternatives).

q.Y Multilateral Governance

» Preventing unilateral abuse of economic power through
collective security agreements, trade blocs, and mutual
defense clauses in trade deals.

' .. Conclusion

Economic terrorism is no longer a speculative concept—it is a
strategic reality shaping global power relations. In an era defined
by complex interdependence and technological acceleration,
economic tools have become increasingly sophisticated and
digitized, dramatically expanding the potential for their misuse.
Unlike conventional warfare, economic terrorism exploits legal
ambiguity and systemic vulnerabilities to inflict harm without
physical violence, often operating through financial systems,
digital platforms, and geopolitical leverage.

This paper has demonstrated that economic terrorism is not
merely an abstract threat but a deliberate tactic with tangible
consequences for international stability, development, and
sovereignty. The absence of a binding and universally recognized
legal framework allows both state and non-state actors to engage
in coercive economic practices with little to no accountability,
further destabilizing an already fragile global order.

To confront this challenge, states, institutions, and global
governance mechanisms must rise to the occasion by defining,
detecting, and deterring economic terrorism in all its forms.
Building an economically secure world order requires more than
financial resilience; it demands political will, legal clarity, and
cooperative multilateralism. Only through such efforts can the
world effectively address the evolving nexus of economics and
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aggression and safeguard the integrity of the international
economic system.
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